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PETJIAMEHT
OPraHH3alHH AHTHBUPYCHOM 3AIUTDHI B
MBAOY Tauunckom j/cany «Koaokomabuux»

1. OOuwme monoKeHu.

Lenpto  cO3MaHMA CHCTEMBl AHTHBHPYCHOHW 3aliMThl  SBISAETCS  O00ECTICYCHHE  3aIUIEHHOCTH
MH(popMaLOHHO-KOMMYHUKaOHHON cucteMmsl (fanee MKC) oT Bo3jeicTBHA pasiMuHOrO Pojia BPEAOHOCHBIX
IpOrpaMM M HECAHKLMOHMPOBAHHBIX MACCOBBIX IOYTOBBIX PAacChUIOK, NPENOTBPAIICHHS HX BHEIPEHHS B
MH(OPMALIMOHHBIE CHCTEMBI, BBIABICHUA M 0€30MaCHOTrO YIaleHHs W3 CUCTEM B CIydae MOMAJaHUd, a TaKke
dunbTpanuu foctyna nosb3oBateneit JOY k HempoayKTuBHBIM VHTEpHET-pecypcaM ¥ KOHTPOJIS X JIEKTPOHHOM
EPENUCKU.

OcHoBomonararumMy TpeOOBAHUAME K cHcTeMe aHTUBUpYyCHOl 3amuthl [I0Y sBmstorcs:

- pelIeHNe 3a1a41 aHTHBUPYCHOM 3aIUThI 10JKHO OCYIIECTBIATHCS B 001eM Buze. CpescTBO 3aIUTh! He
JIOJUKHO OKa3bIBaTh TPOTHBOACHCTBAE KOHKPETHOMY BUPYCY WM TPYIIE BHPYCOB, TIPOTHBOACHCTBUE TOIKHO
OKa3bIBATHCS B MPEATONOKEHHSX, YTO BUPYC MOXKET OBITh 3aHECEH Ha KOMIIBIOTEp H 0 BUPYCE (0 €ro CTPYKType (B
YaCTHOCTH, CHTHATYpPE)  BO3MOXKHBIX IHCTBHSAX ) HUYETO HEU3BECTHO;

- pellIeHHe 3aa4 AHTHBUPYCHOM 3aIIUThI JOJDKHO OCYLIECTBIATHCS B PEATbHOM BPEMEHH.

- MEPOTIPUATHSA, HANpABNCHHBIE HA pEMICHWEe 337134 10 AHTHBHUPYCHOH 3AIIMTE: YCTAHOBKA TOJBKO
JTULEH3UPOBAHHOTO MPOTrPAMMHOro obecriedeHus oo OecruiaTHoe aHTUBUPYCHOE HPOrpaMMHOE oOecriedeHue,
HyIIee B KOMILIEKTE ¢ MOUTMHHON omepaluoHHoi cuctemoii (tuma Microsoft Security Essentials (cets 1o 10
pabounx crannmii) wmm Microsoft Forefront Endpoint Protection (cets Oomee 10 paboumx —crauumii)),
TOJIIepKHBAtOIIee PAOOTY € MOMb30BATENBCKUMHU MPOYUISIMH.

- perynspHoe OOHOBJEHHE M €Xe/HEBHble MPOQUIAKTHYECKHE TIPOBEPKH (JKenaTenbHO B Hepabouee
HOYHOE BpeMs);

- HETpEepBIBHBII KOHTPOJb HAJ[ BCEMH BO3MOKHBIMH IYTSAMH TIPOHUKHOBEHHS BPEIOHOCHBIX IPOTPaMM,
MOHUTOPUHT AHTHBHPYCHOH 0e30macHOCTH ¥ OOHapyKeHHe eCTPYKTHBHOM aKTHBHOCTH BPEIOHOCHBIX
nporpamm Ha Bcex o0bekrax UKC;

- ©KeJHEeBHbIH aHAIW3, PAHKUPOBAHWE W TPEIOTBPALICHNE YIPo3 PACTPOCTPAHEHHS W BO3ACHCTBUSA
BPEIOHOCHBIX TPOTPAMM TIyTe€M BBIABJICHHS ys3BUMocTell ucmoms3yemoro B MKC — omepamuoHHOTO
TIPOrPaMMHOTO 00ECTICYEHNS 1 CETEBBIX YCTPOKCTB M YCTpPaHEHHs] 0OHAPYKEHHBIX 1€(DEKTOB B COOTBETCTBHH C
JAHHBIMH ~ TIOCTAaBIIWKA TIPOTPAMMHOTO  OO€CTeYeHHMs W JPYTHX — CIEHHANH3UPOBAHHBIX  AKCTIEPTHBIX
aHTHBUPYCHBIX CITyXO0.

- TpOBeeHNe MPODUIAKTHIECKHX MEPOTPUATHH MO TPETOTBPAIICHUIO M OTPAHUYEHUIO BUPYCHBIX JITHICMHU,
BKJTIOYAIOMMX 3arpy3Ky M pa3BEpTHIBAHHE CIICUMATBHBIX TPABWI HEHUTpaIM3aliy (OTPOKEHHIO, H3ONANUH |
JTUKBUJIAINA) BPENOHOCHBIX MPOTPaMM HA OCHOBE PEKOMEHIAIMH IO KOHTPOIIO aTak, MOATOTABIMBAEMBIX
pa3pabOTYNKOM CPEICTB 3aNIMTBI OT BPEJOHOCHBIX MPOTPAMM H JPYTHMH CTEHHATH3UPOBAHHBIMH JKCIEPTHBIMH
AHTHBHPYCHBIMH CITy)0aMH 10 TOTO, KaK OyJyT BBIYIIEHB! (il MCTIpaBICHUH, IPU3HAKOB M aHTHBHUPYCHBIX
CUTHATYD.

- TIPOBEIECHHE PETYISPHBIX MPOBEPOK NETOCTHOCTH KPUTIYECKH BaKHBIX TPOTPAMM U JIaHHBIX. Hammane
JUIIHKEX (aiioB U CleJIoB HECAHKIMOHMPOBAHHOIO BHECEHHS M3MEHEHHUI JOJKHO OBITh 3aperMCTPHPOBAHO B
KYpHAJIE U PacCleIOBAHO;

- BHEITHUE HOCUTETH HH(OPMALIMH HEM3BECTHOTO MPOUCXOKICHHS ClIeyeT MPOBEPATh Ha HATHYHE BUPYCOB JI0
UX UCTIONb30BAHNUS;



- HEOOXOMMO CTPOTO TMPHJEPKUBATHCS YCTAHOBICHHBIX TPOLEIYp MO YBEAOMJICHHIO O CIydasx
TIOPKEHUA ABTOMATH3MPOBAHHOH MH(OPMALMOHHOW CpEIBI KOMIBIOTEPHBIMH BHPYCAMH H TPHHATHIO Mep IO
JIMKBUAALUH NOCIIEACTBUI OT UX IPOHUKHOBEHMS;

- CIeIyeT UMeTh IUIaHbl odecneueHus becriepe6oitnoit padotsl JJOY uis ciiydaeB BUPYCHOTO 3apaKeHHus,
B TOM YHCJIE TUIAHBI PE3EPBHOTO KOMMPOBAHHSA BCEX HEOOXOAMMBIX IAHHBIX M MPOTPAMM M MX BOCCTAHOBICHHS. JTH
Mepbl 0COOCHHO BaKHBI JUTA CETEBBIX (DAHIOBBIX CEPBEPOB, MOIEPKUBAIONINX OONBIIOE KOIMIECTBO pabOUHX
CTaHIUH.

TexHonornueckye HHCTPYKLUH.

1.1. B IOY pykoBoautenem T0JKHO ObITh HA3HAYEHO JIUI0, OTBETCTBEHHOE 32 aHTHBUPYCHYIO 3AIIUTY, B
JIOJDKHOCTHBIE MHCTPYKUMH U1l KOTOPOTO JIOJDKHBI OBITh IPONMUCAHBI TNOPANOK AEHCTBHS B NEPUOJ BUPYCHBIX
JMUEMAI, TOPSIOK JCHCTBHHA TPH BOSHUKHOBEHWM BHEINTATHBIX CHTYAIlMH, CBS3HHBIX ¢ PabOTOCIIOCOOHOCTHIO
CPEICTB aHTMBUPYCHOM 3ALLKUTHI, NOPAIOK ACHCTBUM JUIA YCTPaHEHMs IOCIEICTBUN 3apaxeHuil. B nmpoTuBHOM
CIlydae BCsS OTBETCTBEHHOCTD 33 0OecrieyeHe aHTHBUPYCHOM 3aIUThI TOKHUTCS Ha pykoBoautenst JOVY.

1.2. B JIOY MOXeT UCronb30BaThCs TOJIBKO JHIECH3MOHHOE aHTHBUPYCHOE POrPAMMHOE 00ecreyeH e
1100 cBOOOIHO-pacpOCTpaHseMOe IPOrpaMMHOE OOecTieyeHHe.

1.3. O0s3aTeIbHOMY AHTHBHPYCHOMY KOHTPOJO TOVIEKHT Jr00as HH(MOPMAIs (TEKCTOBBIC (ailiibl JTHOOBIX
(opmatoB, (ailnel TaHHBIX, MCTIONHAEMble (ailibl, MOYTOBBIE COOOIIEHHS), MOTyyaeMas W TepefaBaeMas Mo
TENeKOMMYHUKALIOHHBIM KaHaNaM CBS3H, a Taloke MHMOpMAIKS, HAXOAAMAACS HA CHEMHBIX HOCHTENAX (MATHUTHBIX
mickax, nenrax, CD-ROM, DVD, flash-naxomurensx u T.1.). Kontpons ucxomsimed nH(opMalmu HE0OX0OIUMO
TIPOBOJIUTH HEMIOCPEICTBEHHO Epe]l apXUBHPOBAHMEM U OTIIPABKOM (3aIUChIO HA CHEMHBIA HOCHTEND).

1.4. Qaiinbl, moMelaeMble B NEKTPOHHBIA ApXUB, JOMKHBI B O0S3ATENBHOM TOPSIKE TPOXOIHTH
AHTUBUPYCHBI KOHTPOIIb.

2. TpeboBaHus K TPOBEICHIIO MEPOTPUATHIA 10 aHTHBHPYCHOH 3ammTe B JJOY.

2.1.B Hauane pabOTBI TPH 3arpy3ke KOMIBIOTEpa B aBTOMATHUECKOM PEKHME JOIKHO BBIIOMHATHCS
0OHOBIIEHNE AHTHBUPYCHBIX 0a3 U CEPBEPOB.

2.2. Tlepoauueckie TMPOBEPKH MEKTPOHHBIX apXHWBOB JOKHBI IPOBOJAMTRCA HE DEXE OIHOTO pasa B
HEJIENI0, JaHHBIE, PACIIONOKEHHBIE Ha PabOUMX CTAHLUAX MOJb30BATENEH — €XEJHEBHO, B HOYHOE BpPEMS I10
pacnucaHuIio.

2.3. BHeouepe/HOil aHTHBHPYCHBIH KOHTPONb BCEX MMCKOB W (DaillioB MEPCOHATBHOTO KOMIBIOTEPA TOJDKEH
BBITIOJTHATBCS:

2.3.1. Herocpe/iCTBeHHO TOCIe YCTAHOBKH (W3MEHEHHs) MPOrPAMMHOIO 00CTICYeHNsS KOMIBIOTEpA JOTIKHA
OBITb BBITIOJHEHA AHTUBHPYCHAs MPOBEPKA HA CepBepax M MEPCOHABHBIX KOMIIBIOTEPaX YUPEKACHHUS.

2.3.2. Tlpu BO3HUKHOBEHUH TOJI03PEHNS HA HAMYKME KOMITBIOTEPHOTO BUpYyCa (HETHUIHYHAS PabOTa MPOrpamm,
TnosiBNEHHE TpadUyeckux M 3BYKOBBIX 3((eKTOB, MCKaKEHWIl NaHHBIX, MpomajaHue (ailioB, 4yacToe MOSBICHUE
COOOMIEHNH 0 CUCTEMHBIX ONTMOKAX U T.IL.).

2.3.3. Tlpu oTmpaBke ¥ TMONYYECHHH OBIEKTPOHHOM TOYTHI OMEPATOP OJICKTPOHHOH MOYTHl 00s3aH
TIPOBEPUTD HNEKTPOHHBIE IMCbMA U UX BIIOKECHHS HA HATMYME BUPYCOB.

2.4. B cinyyae o0HapyKeHHS 3apaKCHHBIX BUpYcaMi (ailioB HIM JIEKTPOHHBIX MHACEM TOJIb30BATENN
00sI3aHbI:

2.4.1. TlproctaHOBHTH paboTy.

2.4.2. HemenneHHo MOCTaBUTh B H3BECTHOCTH O (akTe OOHAPYXKEHHS 3apaKeHHBIX BHPYCOM (hailloB
OTBETCTBEHHOTO 32 00eCTIeYeHHe AHTHBUPYCHOM 3aIIUTHI (B CITy4ae ero oTcyTcTBus — aupekropa) OV,

2.4.3. CoBMECTHO ¢ BIajIe/IblIeM 3apAKEHHBIX BUPYCOM (DailioB POBECTH aHATHM3 HEOOXOAMMOCTH
JaNbHEHNIIET0 UX UCTI0JIb30BaHUS.

2.4.4. Tlpoectn NeUeHNE MM YHHYTOKEHHE 3aPKECHHBIX (DaiiioB.

3. OTBETCTBEHHOCTh

3.1. OTBETCTBEHHOCTH 33 OPraHH3AIMI0 AHTHBUPYCHOI 3alIUTHI Bo3naraetcst Ha pykosomutens JOY niu
JIUL0, UM Ha3HAUEHHOE.



3.2. OTBETCTBEHHOCTh 3a MPOBEACHHE MEPONMPHATHIA aHTHBHpYCHOro KouTpoas B JIOY Bosmaraercs Ha
OTBETCTBEHHOT'O 3a 00€CIIeUeHIE AHTHBUPYCHOH 3aIuThI, coOMI0/IeHne TpeOoBaHuii HacTosmel MHcTpykiyu npun
paboTe Ha TMEPCOHANBHBIX KOMIIBIOTEpAX BO3NMAraeTcs Ha OTBETCTBEHHBIX 3a KaOWHET,TJie MCIONb3YeTCs NaHHBIM
KOMIIBIOTED.
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