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PErMAMEHT
opraHu3aLuuu aHTMBMPYCHON 3awmTbl B MB [10Y
TauuHckom pg/cagy «Konokonb4mk»

1. Obwwme nonoxeHus.

Llenbio co3paHus CUCTEMbl aHTUMBMPYCHON 3alnTbl SBNSETCS obecrneyeHne 3aluyLieHHOCTH
WH(OPMALMOHHO-KOMMYHUKaLMOHHON cucTeMbl (danee WKC) oT BO3OeMCTBMS pasfiMyHOro popa
BPEAOHOCHBIX MPOrpamMM W HECaHKLMOHWPOBAHHbIX MACCOBbIX MOYTOBbIX PACCHINOK, NPEAOTBPALLEHUS UX
BHeApeHUs B MH(OPMALMOHHbIE CUCTEMbI, BbISIBNIEHUSA 1 6€30NacHOro yaaneHus U3 CUCTEM B Cryyae
nonagaHns, a Takxe unbTpauum goctyna nonb3osateneit JOY K HenpogyKTUBHbIM WHTEpHET-pecypcam
1 KOHTPOSA UX 3NEKTPOHHOW NEepPENUCKN.

OcHosononaratowwumm TpeboBaHUAMM K CUCTEME aHTUBMPYCHON 3awmTbl [OY asnstoTcs:

- PELLeHVe 3a4a4un aHTUBMPYCHOM 3aLUMThl AOMKHO OCYLLECTBNATLCA B 06uiem Buae. CpeacTtso
3aWMTbl He [OMXHO OKasbiBaTb MPOTMBOAENCTBME KOHKPETHOMY BMPYCYy WNnM rpynne BUPYCOB,
NPOTUBOAENCTBME [OMXKHO OKa3blBaTbCA B NPEANOSIOXKEHUAX, YTO BMPYC MOXET ObiTb 3aHeCeH Ha
KOMMbIOTEP 1 0 BUpYCE (0 ero CTPYKType (B YaCTHOCTH, CUrHaType) 1 BO3MOXHbIX AEACTBUAX) HUYETO He
U3BECTHO;

- peLLeHne 3aa4u aHTMBUPYCHOM 3aLLMTbl AOSIXHO OCYLLECTBAATLCA B PeasnbHOM BPEMEHM.

- MEeponpuATKS, HanpaBneHHble Ha PeLleHne 3afay NO aHTUBMPYCHON 3alyuTe: YCTAHOBKA TONbKO
NIMLLEH3MPOBAHHOrO MporpaMMHOro obecneveHuss nnbo GecnnaTHoe aHTUBMPYCHOE MPOrpamMmMHOE
obecneyenve, nayliee B KOMNNEKTE C NOASIMHHONM OnepaumnoHHon cuctemoit (Tuna Microsoft Security
Essentials (cetb po 10 pabouux craHuuit) unu Microsoft Forefront Endpoint Protection (ceTb 6onee 10
paboumx cTaHuuin)), NoAAepXuBatoLLee paboTy ¢ Nonb30BaTENLCKUMI MPODUAAMA.

- perynsipHoe OOHOBNEHWE U €Xe[HEBHbIE NpO(UNAKTUYECKME NPOBEPKM (XenaTeNbHO B
Hepabouyee HOYHOEe BpeMS);

- HenpepbiBHbIA KOHTPONb Haf BCEMW BO3MOXHbLIMUA NYTSMM NMPOHWUKHOBEHUSA BPELOHOCHbIX
NpoOrpaMm, MOHWUTOPUHT @HTUBMPYCHOW 6e30MacHOCTU W OBHapyXeHue AEeCTPYKTUBHOW aKTUBHOCTM
BPEAOHOCHbIX Nporpamm Ha Bcex obbekTax VIKC;

- ©Xe[HeBHblil aHanu3, paHXupoBaHWe U NPeAoTBpalleHWe Yrpo3 pacnpoCTpaHeHWs W
BO3AEWCTBNS BPEOOHOCHbIX NPOrpamMM MyTem BbISBEHMA YA3BMMOCTEN ucnonb3yemoro B VKC
OMepaLyioHHOr0 MPOrPaMMHOT0 06eCreyeHnss U CeTeBbIX YCTPOWCTB M YCTPaHEHUS OBHapyXeHHbIX
AebeKTOB B COOTBETCTBMM C [AaHHBIMM MOCTaBLiMKA NPOTrPaMMHOTO 06ecrneyeHnss M Apyrux
CNeLManm3npoBaHHbIX 3KCMIEPTHbLIX aHTUBMUPYCHBIX CIYXO.

- MpoBefeHne NpoduaKTUYECKUX MeponpuaTUA MO NPEeAOTBPALLEHNID U OTPAHUYEHMI0 BUPYCHBIX
ANULEMWIA, BKIIOYAIOLLMX 3arpy3Ky W pa3BepTbiBaHWE CreumanbHbIX NpaBun HeMTpanu3auun (0TpaxeHuio,
N30nAUMN U NUKBUAALMN) BPEAOHOCHLIX NMPOrpaMM Ha OCHOBE PEKOMEHZALMA MO KOHTPOSO aTak,
NoAroTaBnMBaeMblX pa3paboTyMkoM CPEeACTB 3aliuTbl OT BPELOHOCHBIX Nporpamm M ApYyruMu
CneLnan13npoBaHHbIMU SKCMEPTHLIMU aHTUBUPYCHBIMK Criyx0ami Ao TOro, Kak 6yayT BbinyLieHbl dainbl
MCNpPaBNEHNI, NPU3HAKOB 1 aHTUBUPYCHBLIX CUTHATYP.

- MpOBefEeHNE perynsipHbIX NPOBEPOK LENOCTHOCTM KPUTMYECKM BaXHbIX MPOrpaMM U JaHHbIX.
Hannuve nuwHux aitnoB 1 cnefoB HECAHKLMOHMPOBAHHOTO BHECEHWS! M3MEHEHWI OOMXHO ObiTh
3aperncTpupoBaHo B XypHare 1 paccnefoBaHo;

- BHELLHME HOCUTENN MH(OPMALMK HEU3BECTHOTO MPOUCXOXAEHUS CriedyeT NpoBepATb Ha Hanuuue
BUPYCOB 0 UX UCMOSIb30BaHUS;



- He0b6X0AMMO CTPOro NPUAEPXMUBATLCA YCTAHOBMEHHBIX NPOLeayp N0 YBEAOMIIEHUIO O Cly4yasx
nopaxeHns aBTOMaTU3MPOBAHHOW WH(OPMALMOHHON Cpefbl KOMMbIOTEPHBIMU BUPYCaMU U NMPUHATUIO MEp
Mo NUKBMAALMW NOCNEACTBUI OT UX NPOHUKHOBEHMUS;

- cnepyeT uMeTb NnaHbl obecneyenns becnepebonHon pabotbl OY anga cnyvaes BUPYCHOTO
3apaxeHus, B TOM YUCNe MnaHbl Pe3epBHOr0 KOMUPOBaHUA BCEX HEOBXOANUMBIX AaHHbIX U NPOrpaMM U WX
BOCCTaHOBMNEHNS. 3T Mepbl 0COBEHHO BaxHbl AN CETEBLIX (PanNOBbIX CEPBEPOB, NOALEPXMBAOLLMX
HonbLuUoe Konn4ecTBo paboumx CTaHLMN.

TexHONornyeckme NHCTPyKLuM.

1.1. B OOY pykoBoguTenem JOMXHO ObiTb Ha3HAYEHO NULO, OTBETCTBEHHOE 3@ aHTUBUPYCHYIO
3aLWMTy, B JOMKHOCTHbIE MHCTPYKLMM ANS KOTOPOrO AOSXHbI BbiTb MponMcaHbl NOpALOK AEACTBUSA B
Nepuoa BUPYCHBIX 3NUAEMMIA, NOPAAOK AEUCTBUN NP BO3HUKHOBEHUM BHELUTATHbIX CUTYaLMil, CBA3AHHbIX
C paboTOCNOCOBHOCTBI0 CPEACTB aHTMBMPYCHOW 3aluuTbl, MOPSAOK AENCTBUMA ANA  YCTpaHEeHWs
nocneacTBuin 3apaxXeHuin. B NpoTMBHOM cnyyae BCA OTBETCTBEHHOCTb 3a obecneyeHne aHTMBMPYCHOM
3aWwmnTbl NoXuTca Ha pykosogutens JOY.

1.2. B OOY MoxeT uCnonb30BaTbCA TOMBbKO JIMLEH3NOHHOE aHTUBWUPYCHOE MpOorpaMMHoe
obecneyeHne nmbo cBo6OAHO-pacCNpPOCTPaHAEMOe NporpaMMHoe obecneyeHme.

1.3. Obsi3aTenbHOMY aHTUBMPYCHOMY KOHTPONMO NOANEXUT nobas uHdopmaums (Tekctosble daiinbi
nobbix opmaTos, (aiinbl AaHHbIX, UCMOMHAeMble (bainbl, NOYTOBbIE COOOLLEHUS), NoMnyYaemas W
nepegaBaeMas No TENEKOMMYHUKALMOHHBIM KaHanam CBA3M, a Takxe WH(OpMaums, Haxoasawascs Ha
CbeMHbIX HOCUTensax (MarHuTHbIX guckax, neHtax, CD-ROM, DVD, flash-Hakonutensx u 1.n.). KoHTponb
ncxogswen uHgopmaumn HeobxogMMO NPOBOAWTL HEMOCPEACTBEHHO MNepef apXWBMPOBAHWEM W
OTNPaBKOW (3an1Cbio Ha CbEMHbIN HOCUTEND).

1.4. Qalinbl, NOMeLLaEMble B 3NEKTPOHHbIA apxuB, JOMXHbI B 00683aTeNbHOM MOpsAKe MpOXOauTh
aHTUBMPYCHbIN KOHTPOSb.

2. TpeboBaHMs K NPOBEEHNI0 MEPONPUSATUI MO aHTUBMUPYCHON 3awwuTe B JOY.

2.1. B Hayane paboTbl Npy 3arpy3ke KOMMbKOTEPa B aBTOMATUYECKOM PEXUME LOMXHO BbINOMHATHCA
06HOBNEHNE aHTUBMPYCHbIX 6a3 1 cepBepoB.

2.2. MNepvognyeckme NpoBEPKM ANEKTPOHHbIX apXUBOB AOMXHbI MPOBOAUTHCA HE pexe OfHOro pasa
B HeZenio, faHHble, PacrosioXeHHble Ha pabounx CTaHUMSAX MOSb30BaTeNeil - EXEAHEBHO, B HOYHOE
BPEMS MO pacnmcaHuio.

2.3. BHeouyepeHON aHTMBMPYCHBIN KOHTPOMb BCEX AMCKOB W (DaliNioB MEPCOHANbHOr0 KOMMbKTEpa
LOMXKEH BbIMOMHATLCS:

2.3.1. HenocpeaCTBEHHO NOCME YCTAHOBKW (M3MEHEHWs!) NPOrpaMMHOT0 obecneyeHns KomnbloTepa
LOMXHa ObiTb BbIMONHEHA aHTMBMPYCHas MPOBEpKA Ha CEepBEpax W MepCcOHarbHbIX KOMMbKTEPAX
yupexzaeHus.

2.3.2. Tpn BO3HUKHOBEHWM MOLO3PEHMS HA HanMune KOMMbOTEPHOTO BUpYca (HeTunuyHas paboTa
nporpamm, NosiBeHne rpacuyecknx U 3BYKOBLIX 3(EKTOB, UCKAXEHWA AaHHbIX, nponagaHue hainnos,
yacToe MosiBNeHNe COOBLLEHNI O CUCTEMHBIX OLLMOKaX U T.1M.).

2.3.3. Tpu oTnNpaBKe ¥ NOMNYYEHUM 3NEKTPOHHON MOYTHI ONEepPaTop 3MEKTPOHHON NOYTbI 00513aH
NPOBEPUTb NEKTPOHHBIE NUCbMA W X BIIOXEHWS HA Hanu4ne BUPYCOB.

24. B cnyyae o6HapyxeHus 3apaxXeHHblX Bupycamu alnoB WKW 3NEKTPOHHLIX MUCEM
nonb3oBaTenu 06s3aHbl:

2.4.1. MNpunocTaHoBUTL paborTy.

2.4.2. HemeaneHHO NocTaBUTb B W3BECTHOCTb O (hakTe OOHApYXeHWs 3apaxXeHHbIX BUPYCOM
(haitnoB OTBETCTBEHHOrO 3a 06eCneyeHne aHTMBUPYCHOM 3alnTbl (B CyYae ero OTCyTCTBUS - AMPEKTOpa)
AJoy.

2.4.3. CoBMECTHO C BnafienbLieM 3apaxXeHHbIX BUPYCOM (hanmoB MPOBECTH aHanu3 HeobXomuMocTy
[anbHENLEro nx UCnosib30BaHus.

2.4.4. TIpoBECTN NEYEHME UMK YHNYTOXEHME 3apaxeHHbIX (ainos.

3. OTBETCTBEHHOCTb

3.1. OTBETCTBEHHOCTb 3@ OPraHW3aLMi0 aHTMBUPYCHOM 3aLLnTbl BO3NaraeTcs Ha PyKOBOAUTENS
YypexaeHus unu nuuo, UM Ha3HavyeHHoe.



3.2. OTBETCTBEHHOCTb 3a NPOBEAEHNE MepOonpUATU aHTUBMPYCHOro KoHTpons B JOY Bo3naraetcs
Ha OTBETCTBEHHOTO 3a 0OecneyeHne aHTUBMPYCHOW 3alwmTbl, cobnofeHne TpeboBaHU HACTOALLEN
WHCTpyKumm npu paboTe Ha NepcoHanbHbIX KOMMbIOTEPaX BO3NaraeTcA Ha OTBETCTBEHHbIX 3a KabuHeT,rae
UCNOSb3yeTCA AaHHbIN KOMMbOTEP.
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